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PBF Tip Sheet on Programming for Countering Hate Speech
Last updated: August 2024

This Tip Sheet outlines practical programming hints based on the experiences of previous and ongoing PBF-funded
projects on countering hate speech. PBF Secretariats, fund applicants and recipients, and implementing partners are
encouraged to use this Tip Sheet during conceptualization, design and implementation of hate speech-focused
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misinformation across the world.? At the same time, governments but also internet providers, social
media platforms and other operators in the digital space continue to struggle in trying to strike the right
balance between responding effectively to the amplification and spread of hatred in the digital space
while avoiding measures which could undermine freedom of expression.*

Hate speech and disinformation also have significant implications for the exercise of individual or
collective rights. They can undermine or create barriers to the right to participate in political and public
life, or in economic and social spheres. Hate speech and disinformation can also deter or inhibit particular
03Z2pE 70 SYESISEZAIS AdSiH) 42 TZIil) APDGEE DCHMASY GOSte AYE DAY ZYEGIWAYG §YDIZEZY W23 daZAEL!
Linkages are often drawn between shrinking civic space and prevalence of hate speech ~ and vice versa.
Hate speech and disinformation can also have broader societal effects by eroding trust and social cohesion,
which can undermine democratic institutions. A number of public bodies, including the UN General
Assembly, have recognized that disinformation can undermine credibility and trust in electoral processes
AYE $WDGEG DGZPIG € Adsist) +Z WAUG $YTZWGE EGBIESZYE 5

The UN Strategy and Plan of Action on Hate Speech introduces the following four guiding principles:®

1. Respect the right to freedom of opinion and expression ~ the UN supports more speech, not less,
as the key to addressing hate speech.

2. Tackling hate speech is the responsibility of all, including governments, civil society, and the
private sector.


/en/genocideprevention/documents/Guidance%20on%20COVID-19%20related%20Hate%20Speech.pdf
https://undocs.org/en/A/77/487
/peacebuilding/content/human_rights_and_peacebuilding_TR
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larger social cohesion, conflict prevention, reintegration, electoral violence prevention, or youth
empowerment and participation projects, such as those in CAR, Guatemala, and Lebanon. More
increasingly, the PBF is funding projects that are primarily focused on countering hate speech as a key
conflict trigger or amplifier, for example, projects in Co#G E'/1Z:G, DUAYWAQ and Sri Lanka, as part of
conflict prevention efforts aimed at strengthening early warning and early response. Addressing hate
speech can be an entry point for the UN to engage and provide support around sensitive issues on
reconciliation and human rights or other themes that are more difficult to address directly. PBF-supported
counter-hate speech programming is also pioneering virtual or hybrid peacebuilding through online
dialogue platforms and use of technological tools alongside traditional peacebuilding.

Across different projects, PBF € support in the area of countering hate speech has included the following
types of approaches:

f  Providing access to dynamic data and technological or analytical tools for national stakeholders to
better understand, monitor, and in some cases block or remove harmful speech as a way to ensure
conflict prevention, including during electoral periods (Sri Lanka (PBF/IRF-427); Kenya (PBF/IRF-453);

biG E /128G ;PBF/CIV/D1); Liberia (PBF/IRF-482); Sierra Leone (PBF/SLE/B-11)).

1 Supporting countering-hate speech commitments within national strategies, as seen in Kenya
(PBE/IRF-453) thorough integration within a larger Plan of Action and national strategy.

T Supporting youth to participate in advocacy campaigns to influence drafting or implementation of
youth and hate speech policies (The Gambia (PBF/GMB/D-2); Myanmar (PBF/IRF-338)).

T Increasing capacity of civil society/ youth and women/ students/ teachers/ local governance
actors/ community leaders for early identification and prevention of hate speech (The Gambia
(PBE/GMB/D-2); Sri Lanka (PBF/IRF-427); Western Balkans (PBF/IRF-475-476-477-478-479)).
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https://mptf.undp.org/project/00124863
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T Organizing dialogue fora between youth and community leaders, including political party wings, on
peace and conflict and prevention of hate speech (CAR (PBF/CAF/H-1); Cote d'lvoire (PBF/CIV/D1);

The Gambia (PBF/GMB/D-2); Montenegro (PBF/IRF-539)).
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https://www.youtube.com/watch?v=ADrB32OSe3A

in international human rights treaties and legislation related to hate speech should comply with

Articles 19 and 20 of the International Covenant on Civil and Political Rights (ICCPR), as well as

obligations in the International Convention on the Elimination of All Forms of Racial Discrimination

(ICERD) and the Convention on the Prevention and Punishment of the Crime of Genocide. Those

designing projects on countering hate speech should consider what level of hate speech is most

relevant to their context Mi2Bg6in)d7diperiecdp(M) iti(RPYRAE YjaiETSPpae DN athethit2 s 62ada wilT293ef*545.73 3
disinformation and misinformation,® and may therefore require distinct interventions. Project teams

should also consult the relevant YAKZYAI OZ1GIYWGYF € EGRYSKZY ZT SAMG €pGGDS, §T AIAYAdIG, 12

clearly define the parameters and scope of the project.

f Monitoring and analyzing hate speech for early warning and early action: Understanding the actual
patterns, trends, and sources of hate speech is a very important foundation. At the design stage, it
is important to map out all available data relevant to hate speech drivers that may have been
collected in the past by the UNCT, CSOs, state institutions, private sector, or through existing regional
or global UN initiatives. The data should be age and gender disaggregated where possible,
importantly to illuminate the dimensions of hate speech that may be specifically targeted at women
and girls. Hate speech may be monitored through digital technologies and online data, including
through the use of artificial intelligence (Al) (see UNDP guidance note here). These innovative
approaches present an important opportunity to understand and address the drivers of grievances
that lead to hate speech. However, there are human rights risks potentially associated with social
media monitoring and use of online data and Al, including perceptions that surveillance is taking
place, potential algorithmic biases of Al, and activity design based on limited data sets. Therefore, it
is critical to both find the most efficient and relevant ways of tracking data on hate speech, but also
to develop risk assessments and risk management strategies tailored to the new technologies and
their specific risks.

Monitoring hate speech for peaceful elections in Liberia

In Liberia, IOM, OHCHR and UNDP (PBF/IRF-482, $3 million, October 20


https://www.ohchr.org/en/instruments-mechanisms/instruments/international-covenant-civil-and-political-rights
/en/genocideprevention/documents/atrocity-crimes/Doc.1_Convention%20on%20the%20Prevention%20and%20Punishment%20of%20the%20Crime%20of%20Genocide.pdf
https://www.undp.org/publications/pilots-toward-policies-utilizing-online-data-preventing-violent-extremism-and-addressing-hate-speech
https://mptf.undp.org/project/00133452
https://mptf.undp.org/project/00128904
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Funds recipients should more systematically build human rights standards and safeguards into
counter-hate speech programming, particularly when using or developing technological tools. PBF
requires all countering hate-speech projects that aim to use any technological tools to recognize
associated risks and outline mitigation measures in the ProDoc risk matrix. While the use of
technology shows tremendous promise, there is still a significant risk that removal of what is
perceived as harmful content could inadvertently restrict freedom of expression. Particular concerns
relate to emerging (and sometimes untested) Al-based detection tools, bespoke tools that may not
be fully vetted, and tools developed by private companies with different definitions and standards
than the UN system. There are a number of UN guidelines and system standards designed to ensure
human rights safeguards. For example, the UN Strategy and Plan of Action on Hate Speech, the
International Covenant on Civil and Political Rights, and the UN Rabat Plan of Action provide
guidelines for delineating between lawful and unlawful expression. However, implementing partners
trying to develop a rapid response to an emerging situation may not always make the right
determination, or may develop bespoke platforms that respond to certain conflict dynamics, but pay
insufficient attention to other rights risks.®

The Thematic Review on Synergies between Human Rights and Peacebuilding in PBF-supported
Programming also found that much of the information gathered during programming on countering
hate speech provides important early warnings of conflict, yet findings tend to stay within the project
itself. While there is a need to ensure sensitivity in information-sharing,
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Any programming on hate speech should include a strong gender analysis of hate speech trends,
potentially including not only gender but also marital and family status, age, and sexual orientation
and gender identity, grounding the analysis in root causes that may include gender-based
discrimination, including sexual and gender-based violence, threats, intimidation and harassment,
online and offline. It should identify causes, drivers and actors furthering gender-based hate speech
and specify how they manifest in the specific context. The analysis should include, where possible,
the identities of instigators, targets/victims, audiences and challengers, and of the impact of the hate
speech.!!

Hate speech does not exist in a vacuum; it is often a symptom of deeper-rooted issues within a
society, including challenges in accessing and exercising individual or collective rights. Inattention to
those underlying rights dimensions may inhibit impact. For example, election related projects tend
to focus on the immediate concerns about violence in the election cycle, rather than on the long
chain of rights restrictions and grievances that can lead to spikes in hate speech at electoral moments.
They might contribute to some quick wins in the immediate election cycles, but it would be more
valuable to be able to prevent these issues from re-surfacing in future elections by addressing the
underlying root causes.


/en/genocideprevention/documents/UN%20Strategy%20and%20PoA%20on%20Hate%20Speech_Guidance%20on%20Addressing%20in%20field.pdf
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Exploring the intersection between work on countering hate speech and work related to expanding
or protecting civic space might offer further avenues for identifying and addressing root causes. 2

One good example of a root-cause approach in countering hate speech is the project in Sri Lanka
(PBF/IRF-427) which focused on strengthening social cohesion through building safer and more
inclusive spaces (online and offline), taking a multi-dimensional approach (both offline and online)
to advance human rights, protect or expand civic space and address underlying tensions (particularly
those exacerbated by the economic crisis in Sri Lanka following the COVID-19 pandemic). This meant
that while the project provided support to national partners in addressing the emerging issue of
online hate speech and contributed to real-time data collection related to hate-speech detection and
monitoring, the activities were much more broad-based. They included providing support for
effective advocacy, developing capacities for generating responses to hate speech narratives and
improving digit
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https://www.ohchr.org/sites/default/files/Documents/Press/Regulating-online-content-the-way-forward.pdf



https://mptf.undp.org/project/00119479

General, many UN entities have their own strategies and plans of action on countering hate speech
which must be taken into account €2 +SAt YG Il DAZIGDHE dGYGTs TaZw +SG ZA0AYNAKZY € GitekY0 +2Zie
and knowledge repositories. When developing a new PBF-funded project, lead entity should keep
the UN Working Group on Hate Speech informed through their headquarters. The designated hate
speech focal points in these entities can also advise on how a project can contribute to the
implementation of the UN Action Plan on Hate Speech commitments, including those on addressing
root causes of hate speech, supporting victims of hate speech, using education and technology as
tool

11
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Myanmar (Christian Aid
Ireland,
Dec 2019-Dec 2021)
PBF/IRF-338:
“Empowering young men
and women to advocate
for peace and challenge
hate speech in
Myanmar _

Outcome 1: Religious
coexistence and harmony
strengthened through female
and male youth (aged 18-25)
from religious and secular
educational institutions.

13
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autonomy and employment
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https://mptf.undp.org/project/00133100
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https://www.youtube.com/watch?v=zi5EA3fFt9g&list=PLWuYED1WVJIPHupyUynhIzSmy2oGO9tl7&index=7
https://www.youtube.com/watch?v=cnOucimmU4E&list=PLWuYED1WVJIPHupyUynhIzSmy2oGO9tl7&index=8
https://www.youtube.com/watch?v=dq9_IHtqEGg&list=PLWuYED1WVJIPHupyUynhIzSmy2oGO9tl7&index=11
https://www.youtube.com/watch?v=9butn6InXvc&list=PLWuYED1WVJIPHupyUynhIzSmy2oGO9tl7&index=15
https://www.youtube.com/watch?v=T-TtQ8fWLb0
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https://mysparrowreport.org/
https://warbler.kanari.ai/
https://diplomaticpulse.org/
https://www.unglobalpulse.org/document/e-analytics-guide-using-data-and-new-technology-for-peacemaking-preventive-diplomacy-and-peacebuilding/
https://www.undp.org/digital/iverify
mailto:DPPA-Innovation@un.org
mailto:DPPA-Innovation@un.org
mailto:DPPA-Innovation@un.org
https://howtobuildup.org/community-learning/courses/digital-process-design-facilitation-for-mediation/
https://mediation-digitalrisk.org/login
https://howtobuildup.org/community-learning/courses/digital-inclusion-and-women-in-peace-processes/
https://www.unssc.org/courses/self-paced-online-course-freedom-expression-access-information-and-safety-journalists
https://edge.edx.org/courses/course-v1:UniversityofOxford+MOOCFOE+2021/about
https://journalismcourses.org/course/libertaddeexpresion/
https://journalismcourses.org/course/information-and-elections-in-the-digital-era/
https://journalismcourses.org/course/information-et-elections-a-lere-du-numerique/
https://journalismcourses.org/course/informacion-y-elecciones-en-la-era-digital/
https://journalismcourses.org/course/informacao-e-eleicoes-na-era-digital/
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mailto:maria.westergren@un.org
mailto:cruciani@un.org
http://www.un.org/en/genocideprevention/
/en/hate-speech
mailto:kuramochi@un.org
mailto:mariani@un.org
mailto:DPPA-Innovation@un.org
mailto:enrico.formica@un.org
mailto:hewanpola@un.org
mailto:steven.martin@un.org
mailto:nassery@un.org
mailto:joelle-seme.park@undp.org
mailto:Helena.Sterwe@undp.org
mailto:Musa.Ibrahim@undp.org
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mailto:Raquel.Leandro@undp.org
mailto:Rawhi.Afaghani@undp.org
mailto:Bhasker.Kafle@undp.org
mailto:Jonathan.Zigrand@undp.org
mailto:Jairo.Alcuna@undp.org
mailto:g.godoi@unesco.org
mailto:scott.campbell@un.org
mailto:birgit.kainz@un.org
https://www.ohchr.org/en/freedom-of-expression
https://www.ohchr.org/en/faith-for-rights
mailto:michael.wiener@un.org
mailto:claude.cahn@un.org
mailto:george.hodge@un.org
http://www.ohchr.org/en/get-involved/campaign/fight-racism/hate-speech
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Annex: List of the PBF-funded projects with countering hate speech component (2017-2023 approved)

Country Project code Project title Priority window  Funding$  Timeframe &ZYEE IGDPIGYEE
1 Burundi PBF/BDI/A-10 Connecter le global au local : Renforcer le leadership des Transition $1,000,000 2021-2025 UN Women,
femmes pour la localisation de la résolution 1325 (2000) du
Conseil de Sécurité des Nations unies sur "Femmes, Paix et
Sécurité" au Burundi
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https://mptf.undp.org/factsheet/project/00126644
https://mptf.undp.org/project/00133947
https://mptf.undp.org/project/00133948
https://mptf.undp.org/project/00140252
https://mptf.undp.org/factsheet/project/00116456
https://mptf.undp.org/project/00140264
https://mptf.undp.org/project/00140530
https://mptf.undp.org/project/00140557
https://mptf.undp.org/factsheet/project/00119479
https://mptf.undp.org/factsheet/project/00118902
https://mptf.undp.org/factsheet/project/00113129
https://mptf.undp.org/project/00140185
https://mptf.undp.org/factsheet/project/00118848

\v”/ \‘l_p:fr:pnnmmr:
AN &
Appui au renforcement de la chaine pénale et a la lutte contre UNDP, OHCHR

‘ 14 ‘ Guinea ‘ PBF/IRF-201

I'impunité en Guinée

‘ $1,700,000 ‘ 2017-2020 ‘
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https://mptf.undp.org/factsheet/project/00108207
https://mptf.undp.org/project/00133097
https://mptf.undp.org/project/00140136
https://mptf.undp.org/factsheet/project/00130048
https://mptf.undp.org/factsheet/project/00119499
https://mptf.undp.org/project/00133452
https://mptf.undp.org/project/00140121
https://mptf.undp.org/factsheet/project/00119659
https://mptf.undp.org/factsheet/project/00119660
https://mptf.undp.org/project/00140021
https://mptf.undp.org/project/00133351
https://mptf.undp.org/project/00134331
https://mptf.undp.org/project/00140529
https://mptf.undp.org/project/00140545
https://mptf.undp.org/factsheet/project/00119346
https://mptf.undp.org/factsheet/project/00123668
https://mptf.undp.org/project/00133100
https://mptf.undp.org/project/00132863
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Sri Lanka

The Gambia

The Gambia

Western
Balkans
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PBF/IRF-427

PBF/GMB/D-2

PBF/GMB/B-3

PBF/IRF- 475,
476,477,478,
479

Countering hate speech through education and advocacy for
improving social cohesion in Sri Lanka
Young women and men as stakeholders in ensuring peaceful
democratic processes and advocates for the prevention of
violence and hate speech
Strengthening the Post-TRRC National Peacebuilding
Architecture to Promote Social Cohesion in The Gambia
Strengthening the role of youth in promoting increased mutual
understanding, constructive narrative, respect for diversity,
and trust in the region

Regional

$3,000,000

$2,160,500

$2,500,000

$4,499,999

2021-2022

2020-2022

2022-2025

2022-2024

UNICEF, UNDP

UNFPA, UNDP, UNESCO

UNDP, UNESCO, ITC

UNDP, UNFPA, UN Women, UNESCO
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https://mptf.undp.org/factsheet/project/00129535
https://mptf.undp.org/factsheet/project/00124863
https://mptf.undp.org/project/00134329
https://mptf.undp.org/project/00131744

